2800 Eisenhower Ave
Suite 220
Alexandria, VA 22314

Phone: 703.224.8952
Fax: 703.224.8801

info@graytier.com
www.graytier.com

S GRAYTIER

TECHNOLOGIES

Incident Response & Threat Hunting

Gray Tier Technologies provides customized, effective, and cost-effective
assessment services utilizing proven testing methodologies that provide
our clients with insight into the actual risk and business impact of system
vulnerabilities. Gray Tier’s specific areas of service include:

> Incident Response

> Threat Hunting

o Aninitial call to understand your o

situation
o ldentification of key questions o
and data sources o
o Daily status updates and
recommended actions o
o 24x7 support while the incidentis o
ongoing

o Afinal report of all findings and
response efforts

e}

> Response Service

An attacker can hide on your network or
cloud infrastructure and applications for
days, months, or years before being
discovered. Unfortunately, it often takes a
third party to find them. The damage
inflicted between the time your systems
and applications are breached and the time
they’re discovered can result in devastating
costs and long-term harm.

Whether you want to minimize the cost and
damages that result from an incident, or
you're concerned that you've been
breached and don’t know it, Gray Tier’s
incident responders and threat hunters are
ready to help. Our proven, methodical, and
evidence-driven approach will keep you in
control of whatever chaos an incident may
bring.

Our dedicated consultants work quickly to
detect an attacker’s activities, determine
root causes and impact, and enable swift
containment, eradication, and recovery.

An initial call to understand your
environment

A solution suitable for your company
An on-site team to analyze your
network or cloud environment

45 days of in-depth monitoring
Identification of malicious activity and
artifacts

A final report of all findings and
recommendations

DIFFERENTIATORS & ADVANTAGES

Our People —
Knowledgeable, Certified,
and Cleared

[1 Subject Matter Experts in Incident
Handling, Incident Response, Threat
Analysis, methodology and tactical
delivery

[1 Extensive experience in current and
emerging web applications, networks,
databases, wireless, mobile computing,
cloud security, social engineering, social
media, and intelligence gathering

Our Processes — Proven
Project Management &
Delivery

] Proven assessment methodology aligned
to vulnerability and penetration testing
services creates a baseline for the
environment

[ Our SEIM allows us to monitor 24/7

Modular IR/IH with our SEIM approach allows
for customization to customers’ needs.
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