S GRAYTIER

TECHNOLOGIES
Insider Threat (InT)

Gray Tier Technologies provides customized, effective, and cost-effective
assessment services utilizing proven testing methodologies that provide
our clients with insight into the actual risk and business impact of system
vulnerabilities. Gray Tier’s specific areas of service include continual

Insider Threat Activity
* [P Theft/Fraud
* Concealment Behavior

Concerning Behaviors
+  DLP violations ;
*  Code of Conduct violations )

Insider Threat (InT)

We assist organizations in achieving a reduced level of
risk relative to the potential harm and damages that could
be caused by your trusted insiders through our training
and awareness services. Insider threats and their
associated damages to their organizations are largely due
to unintentional insider actions.

Employee’s unintentional actions that cause damage to
their employer are generally due to an unawareness or
lack of knowledge of the current and ever evolving threat
landscape.

Our approach encompasses a team of insider threat (InT)
experts that will review your organization and its relative

Insider Threat
Common Factors

Personal Predisposition

+  Previous legal violations
+ Socialfprofessional network risk

Personal Stressors
*  Financial problems
* Legal problems

Professional Stressors
* Demotion
*  Disappointing review

DIFFERENTIATORS & ADVANTAGES

Our People — Knowledgeable,
Certified, and Cleared

[1 Subject Matter Experts in VA/PT methodology
and tactical delivery

[] Extensive experience in current and emerging
web  applications, networks, databases,
wireless, mobile computing, cloud security,
social engineering, social media, and
intelligence gathering

Our Processes — Proven Project
Management & Delivery

[ Proven assessment methodology aligned to
vulnerability and penetration testing services

threats to tailor a training program that is right for you

CONTACT Modular  VA/PT  approach allows for

customization to customers’ needs.

Is This Right forYou?

2800 Eisenhower Ave
Suite 220
Alexandria, VA 22314 o

| o
Phone:703.224.8952 assets

Fax: 703.224.8801 o You have recently migrated to or incorporated a cloud environment

o You want to evaluate your wireless network security and detect
unauthorized devices

o You want to know your current threat exposure to insider threats or
compromised users

Founded in 2014, Gray Tier Technologies provides technology consulting services focused on solving the
toughest cyber security challenges faced by government, commercial, and military organizations.

o You need an assessment report to meet an annual compliance
requirement

You need to validate new or updated security controls or appliances
You want to know your current threat exposure to Internet-facing

wWww.graytier.com
info@graytier.com
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