
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 

VULNERABILITY ASSESSMENT PENETRATION TESTING 
SOLUTIONS

 

Gray Tier Technologies provides customized, effective, and cost-effective 
assessment services utilizing proven testing methodologies that provide 
our clients with insight into the actual risk and business impact of system 
vulnerabilities. Gray Tier’s specific areas of service include: 

2800 Eisenhower Ave 
Suite 220 
Alexandria, VA 22314 
 
Phone: 703.224.8952 
Fax: 703.224.8801 
 
info@graytier.com 
www.graytier.com 
 
 
 

> Vulnerability Assessments (VA) 
 

− Independent expert review for a 
diverse set of potential 
vulnerabilities across a wide 
range of technologies 

− Assessment of adequacy and 
effectiveness of system security 
control measures 

− Evaluation of multiple 
technologies including: 
o Network & Operating Systems 
o Applications (Web & Thick Client) 
o Databases 
o Wireless 

> Social Engineering Assessments  
 

Impact analysis of a successfully 
executed social engineering 
campaign in a controlled 
environment 

> Penetration Testing (PT) 
 

o Implementation of proven testing 
methodology and lifecycle 
emulating modern threats. 

o Independent assessment of 
systems using perspective of 
external malicious attacker and 
informed insider.  

o Assessment of business impact 
and access to organizational 
vulnerabilities (technical/non-
technical) of successful attack. 

o Test perimeter defenses, internal 
attack mitigation defenses, and 
information security detection and 
response capabilities. 

> Application Security Assessments 
 

Assessment of security posture of 3rd 
party or custom developed applications 
across a wide range of operating 
platforms and attack perspective: 
o Web Application Vulnerability 
Assessments/Penetration Tests 
o Mobile Device Application Testing 
o Application Design Reviews 

 
 

CORPORATE OVERVIEW 

Gray Tier  LLC, headquartered 
in Alexandria VA, is a 
technology services & products 
firm with a core focus on 
cybersecurity. 
 Service-Disabled Veteran 

Owned Small Business 
(SDVOSB) 

 Security Clearances 
SCI, Top Secret, Secret, Public 
Trust 

 Certifications 
CREST CCT, GPEN, GWAPT, 
OSCP, OSWP, GCIH, CISSP, 
GSEC, MCSE, RHCT, NSA 
IAM/IEM, CEH, OSCP, OSCE 

 Affiliations 
CREST, SANS, ISC2, ISACA, 
NBISE,  ISSA 
NOVA Hackers, EC-Council, 
PMI,  OWASP 

 Past Performances 
− APT Black Hat Training 

Course 
− Department of Defense 

(DOD) 
− Department of Homeland 

Security (DHS) 
− Department of Education 

Federal Student Aid (FSA) 
− Federal Deposit Insurance 

Corporation (FDIC) 
− Financial Sector Clients 
− Service & Hospitality 

Clients 
− Cloud Based Clients 

DIFFERENTIATORS & ADVANTAGES 

Our People — 
Knowledgeable, Certified, 
and Cleared 

 Subject Matter Experts in VA/PT 
methodology and tactical delivery 

 Extensive experience in current and 
emerging web applications, networks, 
databases, wireless, mobile computing, 
cloud security, social engineering, social 
media, and intelligence gathering 

Our Processes — Proven 
Project Management & 
Delivery 

 Proven assessment methodology aligned 
to vulnerability and penetration testing 
services 

Modular VA/PT approach allows for 
customization to customers’ needs. 

CONTRACTS 

> GSA IT Schedule 70: 
47QTCA19D00JS 

• Highly Adaptive 
Cybersecurity  Services 
(HACS) 132-45 

 

Is This Right for You? 
 

o You need an assessment report to meet an annual compliance 
requirement  

o You need to validate new or updated security controls or appliances 
o You want to know your current threat exposure to Internet-facing 

assets  
o You have recently migrated to or incorporated a cloud environment 
o You want to evaluate your wireless network security and detect 

unauthorized devices  
o You want to know your current threat exposure to insider threats or 

compromised users 
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